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Government end users (a) only as Commercial Items and (b) with only those rights as granted to all
other end users pursuant to the terms and conditions herein. Unpublished rights reserved under the
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Proper Usage: Xcitex software and other Xcitex products are not designed with components and
testing intended to ensure a level of reliability suitable for use in life-threatening treatment and
diagnosis of humans. Any use or application of ProAnalyst software for or involving life-threatening
medical or clinical treatment must be performed by properly trained and qualified medical personnel,
and all traditional medical safeguards, equipment, and procedures that are appropriate in the
particular situation to prevent serious injury or death should always continue to be used.



Table of Contents

[aT i o 013 1To] o IP ST 1

Server Application INSLallAtioN .............oiiiiiiiiii e 5

Windows Server 2008 or 2008 (R2) INStallation ............ccoviiiveiiiieeeiiiiee e 19

Client Application INSTAIALION ...........eiiiiiiie e 23

ProAnalyst Client LICENSE MaNAGET .........ccciiirieeiiiiieiiieee ettt 29

TroubleShOOtING TOOIS......ciuiiieiiiie e et e e e stbee e e snaee e e s naeeas 33
The Aladdin MONItOr PrOgram ........coii it e e e e 33

The Aladdin DiagnOStiX PrOgram .........ceeiiiiiiieiiiiee it
Starting Aladdin DIagNOSTIX ......cooieiiiiiiiieiie e
Using Aladdin DiagnostiX............c........
Diagnostic TOOIS ..........ccooviiiiiieiiiennnis
Checking the Hardlock Module.................
Results of the Hardlock Module Check....
REPIOIES .

General TroubIESNOOLING .......vvviiiiiie ittt
Hardlock module cannot be found
Protected program dOES NOT FUN .........eeeeiiiiiiiiiiiiee it
HL Server does not show up under HL-Server FOIder ............ooocivievieeiiiiiiiiecee e 37







Introduction 1

Introduction

These instructions describe the procedures for installing the ProAnaIyst® Network Version
on both Server and Client computers. The Network Version allows a specified number of
users to login to a network server to access ProAnalyst. The Server application (where
the security device or “dongle” resides) keeps track of the number of active logins. The
Client application (which resides on user workstations) provides ProAnalyst a link to the
Server security device. The ProAnalyst Network Version consists of two components. The
Server application must be installed first, followed by the Client application. Specific
instructions for each installation are contained in their own subsections of this guide.

These instructions assume that:

e The Network installation CD is in drive D: for server and client installs.
e A system administrator with appropriate privileges is doing the install.

Terms used in this guide:

e Security Key — refers to the physical device connected to the server parallel port or
USB port that manages user licensing.

e Hardlock —the Aladdin brand name of the Security Key used by ProAnalyst. In this
guide, the terms Hardlock and Security Key are used interchangeably.

e Server — the single computer where the Security Key is installed with its associated
software.

e Client — the computers on the network running ProAnalyst software. Client computers
must be running Windows NT, 2000, XP, or Windows 7 as an operating system.

¢ Aladdin™ Monitor — software for centrally administrating HL Servers in a network.
e Aladdin™ DiagnostiX — software to check Security Key modules, create reports
about Security Key modules and system information and to set Security Key

environment variables.

e ProAnalyst Server Application — the software installed on the Server from the
installation disk.

e ProAnalyst Client Application — the software installed on the Client computers from
the installation disk.
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Server Application Installation

Perform this procedure on the Server machine. For installation on a Windows
NT/2000/XP/2003/2008/7 network, follow the steps below:

1. Select the server machine that will carry the HL-Server Security Key. It should
have an available parallel or USB port and be visible on the network to all client
machines.

Note: Be sure to remember the Server IP address or the Server name. It will be needed
for the Client installation.

2. Attach the Security Key to the Server parallel or USB port.

3. Insert the ProAnalyst Server components installation CD into drive D: (where D is
the letter designation of your CD drive).

4. Autoplay should start the installer. If not, run D:\ ProAnalyServerinstall.exe. The
Setup Status screen will appear.

Note: If the Modify, Repair or Remove the Program screen appears, the installer has
located a previous version of the ProAnalyst Server application. If you select Modify you
will skip to the Select Components screen. If you select Repair, the Server application
will be reinstalled and you will skip to the Security Key Server Setup screen. If you want
to remove ProAnalyst Network select Remove, follow the instructions to remove the
ProAnalyst server components. Your choice will be verified and then the Server
application will be removed. Click YES when requested to delete READ ONLY files. Run
Start » Control Panel » Add or Remove Programs, and remove the following (if
present):

e Aladdin DiagnostiX

e  Aladdin Monitor

e  Security Key Device Driver
e  Security Key Server
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5.

6.

The installer Welcome screen will appear. Click Next.

=1o1x]

Welcome to the ProAnalyst Server
Components Setup Wizard

This will install ProAnalyst Server Components 1.5.0.0 on your
computer,

Itis recommended that you dose all other applications before
continuing.

Click Next to continue, or Cancel to exit Setup.

MNext = I Cancel

Read the License Agreement carefully. If you agree to the license terms, select |
accept the agreement and click Next.

License Agreement

Please read the following important information before continuing.

Flease read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

LICEMSE AGREEMENT -

MIDAS, PROANALYST, PROCAPTURE, STRIKEFORCE, MIDAS-LC, MIDAS PLAYER,
LEMS CALCULATOR, AMD MIDAS/PROANALYST LICENSE MAMAGER. ARE ALL
LICEMSED SOFTWARE PRODUCTS OWNED BY XCITEX AND PRCTECTED BY
INTERMATIONAL COPYRIGHT LAWS, AS A LICENSOR OF THE SOFTWARE, YOU
HAVE SPECIFIC RIGHTS AND USE LIMITATIONS,

READ THE FOLLOWING TERMS AND CONDITIONS OF THIS LICENSE AGREEMENT.

IF YOU DO NOT AGREE TO BE BOUND BY THE TERMS AND COMDITIONM OF THIS
LICEMSE AGREEMENT, DECLINE ACCEPTAMCE BELOW AND RETURN THE ;I
{* 1 accept the agreement

= 1do not accept the agreement

< Back I Mext = I Cancel
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7. The installer will prompt you for the ProAnalyst destination folder. Click Next.

{i&) Setup - ProAnalyst Server

Select Destination Location

=10]

Where should ProAnalyst Server Companents be installed?

I Setup will install ProAnalyst Server Components into the following folder.

To continue, dick Next. If you would like to select a different folder, dlick Browse.

IC:\Program Files\Xcitex\ProAnalyst Server Components Browse... |

At least 22,1 MB of free disk space is required.

< Back I MNext = I Cancel |

Note: The default folder is C:\Program Files\Xcitex\ProAnalyst Server Components.
You are advised to use this folder for automatic updates in the future.

8. Atthe Select Additional Tasks screen, select the additional files to be installed

and click Next.

/i Setup - ProAnalyst Server

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while instaling ProAnalyst
Server Components, then dick Next.

[V Install Hardlock Server
[V 1nstall Hardlock Drivers
¥ Install Hardlock Monitor
¥ Install Hardlock Diagnostics

< Back I Mext = I Cancel
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9. Atthe Ready to Install screen, click Install to begin installing the components.

115 Setup - ProAnalyst Server Ceo

Ready to Install
Setup is now ready to begin installing ProAnalyst Server Compaonents on your
computer.

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Destination location: ;I
C:\Program FilesWcitex\ProAnalyst Server Components

Additional tasks:
Install Hardlock Server
Install Hardlodk Drivers
Install Hardlock Monitor
Install Hardlock Diagnostics

4 o

< Back I Install I Cancel |

10. The installer will begin to install the Server component files. An Installing screen
with a status bar will appear during this process.

11. The installer will begin the Hardlock Server Setup program. Hardlock is the brand
name of the software security key to be installed, supplied by Aladdin Knowledge
Systems. Click Next to continue.

x

Welcome to Hardlock Server Setup program. This
program will install Hardlock. Server on your
= computer.

It iz strongly recommended that you exit all Windows programs
before minning this Setup Program.

Click Cancel to quit Setup and close any programs you have
running.  Click Mest to continue with the Setup program .

HL-Server. 4.56

Hardloe |

Cancel
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12. The Choose Destination Location screen will appear. Select the desired folder
and click Next.

i Choose Destination Location x|

Setup will install Hardlock Server in the following folder,

Tainstall into a different folder, click Browse, and select
anather folder.

You can choose not to install Hardlock Server by clicking
Cancel to exit Setup.

C:\Program Files\HL-Server Browse... |

" Destination Folder

< Back Cancel I

13. The Backup Replaced Files screen will appear. Select Yes to create backups of
the replaced files. Click Next.

J1Backup Replaced Files x|

This installation program can create backup copies of all files
replaced during the installation. These files will be used when
the zoftware is uninstalled and a rollback iz requested. |If
backup copies are not created, you will only be able ko uninstall
the zoftware and not roll the system back to a previous state.
Do you want ta create backups of the replaced files?

* Yesz
= Mo

Flease zelect the directany where the replaced files will be
copied,

C:\Program FilestHL-Server\BACKLP Browsze. .. |

"Backup File Destination Directary

< Back Cancel I
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14. The Start Installation screen will appear. Click Next.

Jistart Installation B

“fou are now ready to inzstall Hardlock Server.

Prezs the Mext button to begin the installation or the Back.
button ta reenter the installation information.

Cancel

15. The installer will begin the installation of the application files. An Installing screen
and status bar will appear during this process which may take a few minutes.

16. The HL-Server message box will appear. Click Yes to continue with the
installation.

17. The Installation Complete screen will appear. Click Finish.

J1Installation Complete |

Hardlock Server has been successfully installed and started.

Press the Finish button to exit thiz installation.

LCancel
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If the Hardlock Drivers component was selected, the Sentinel HASP Run-time Setup
Application Maintenance screen will appear:

{i® Sentinel HASP Run-time Setup =10l
Application Maintenance
Select the maintenance operation to perform, Sa_feNet
{* Repair

Fieingtall missing or cormupt filt_es, registry keys, and shortcuts.

%T Preferences stored in the registry may be reset to default values.
_

" Rel

Uningtall Sentinel HASP Fun-time from this computer.

“wise Installation ‘Wizard®

Cancel |

< Back

Select Repair and click Next. Proceed with the installation through the following
screens:

e The Ready to Repair the Application screen. Click Next.
e The Updating System screen will appear with a status bar.

e  When Sentinel HASP Run-time has been successfully installed, click Finish.
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If the Hardlock Monitor component was selected, the Welcome to Aladdin Monitor
Setup Program screen will appear:

x

‘wielcome to Aladdin Monitor 1.4.2 Setup program.
Thig program will inztall Aladdin Monitor 1.4.2 on
= your computer.

It iz strongly recommendad that you exit all Windows programs
before running this Setup program.

Click. Cancel to quit Setup and cloze any programs pou have
nning. Click Mext to continue with the Setup program .

WARMIMG: This program is protected by coperight law and
international kreaties.

Unautharized reproduction or distribution of thiz program, or any
portion of it, may result in zevere civil and criminal penalties.
and will be progecuted to the maximum extent possible under
la.

Aladdin

Cancel |

Click Next and proceed with the installation through the following screens:

e The License Agreement screen. Click the box next to | agree. Click Next.

e The Choose Destination Location screen. Select the desired folder and
click Next.

¢ The Backup Replaced Files screen. It is recommended that you select Yes
to create backups of the replaced files. Click Next.

e The Start Installation screen. Click Next.

e The installer will then start to install the application files. An Installing
screen will appear during the process which may take a few minutes.

e The Installation Complete screen will appear. Click Finish.
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If the Hardlock Diagnostics component was selected, the Welcome to Aladdin
DiagnostiX Setup Program screen will appear:

x

Welcome to Aladdin Diagnosti 1.10 Setup
program. Thiz program will ingtall Aladdin
= Diagnostl< 1.10 on pour computer.

It iz strangly recommended that you exit all Windows programs
befare minning thiz Setup Program.

Click Cancel to quit Setup and cloze any programs pou have
wnning. Click Mest to continue with the Setup program .

WARMIMG: This program is protected by copyright law and
international treaties.

Unautharized reproduction or distribution of thiz program, or any
partion af it, may rezult in severe civil and criminal penalties,
and will be prozecuted ta the mazinum extent possible under
law.

Aladdin

Cancel |

Click Next and proceed with the installation through the following screens:

e The Choose Destination Location screen. Select the desired folder and
click Next.

e The Backup Replaced Files screen. It is recommended that you select Yes
to create backups of the replaced files. Click Next.

e The Start Installation screen. Click Next.

e The installer will then start to install the application files. An Installing
screen will appear during the process which may take a few minutes.

e The Installation Complete screen will appear. Click Finish.
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18. The installation will end with the Completing the ProAnalyst Server
Components Setup Wizard screen. Click Finish to exit.

=1001]

Completing the ProAnalyst Server
Components Setup Wizard

Setup has finished installing ProAnalyst Server Components on
your computer.

Click Finish to exit Setup.

19. Remove the ProAnalyst Server Application installation CD.

20. Run: Start » All Programs » Aladdin » DiagnostiX » Aladdin DiagnostiX.
The System Info screen will appear.

[} Aladdin DiagnostiX 1.10

Fie Edt Help
2| K2
Diagnostic Tools

=lolx|

i+ [l System Info
b HASP HL
(@ Hardock
B HASP

System Info

Entity

Value

E- System info.

- Date and Time
Computer Name
Operating System

/e Drivers and Services

[ HASP
Network Interfaces

E:

- NetBIOS Interface

- Windows Sockets

- Universal Serial Bus (USB)

[+ Network Related Services and Versions

Drver Update

08/10/11 11:38:24
DESIGN
Windows Version 6.1 Build 7601 (Service Pack 1)

Installed

Protocols
Protocols

Create Report
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21. In the left workspace panel, expand the Hardlock folder (click the + icon). Select
Hardlock Environment.

" Aladdin DiagnostiX 1.0 o [=[ 5
File Edit Help
I
Diagnostic Tools .
system Infa Hardlock Environment
- (@ Hardlock
B Hardlock Environment Fregistyy Tree
EaHase & System € Current User
HLS WAL 1000 33 ¥ Default (1000
HLS_WAITTICKS |2 =] ¥ Defaul (2)
HLS_RETRIES 5 Z P Defaut 3
HLS_IPADDR [192.168.0.25 Clear
HL_LICENSEDIR | Clear
HL_SEARCH [ . Clear
Reload Settings Confim Changes
Configures the Hardlack enviranment Y

22. Inthe HLS_IPADDR edit box, enter the IP address of the server.

23. Click the Confirm Changes button.

24. Reboot your computer.
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25. The installation may be confirmed by running the Aladdin Monitor program (if it
was installed). Run: Start » All Programs » Aladdin » Monitor » AKS
Monitor. Expand the HL-Server folder and select the local Server.

-lgixi
File Services View ?
J"H“H** Iz’-‘daddin
jaddin Network Resources
-] HL-Server
g SERVER A Hardlock Server
=} ;ERVER B Name SERVER B v ICPAP
15822 A
(£ NetHASP LM Version 4.56 ™ Ipx
IP 192.111.111.125 [V NetBIOS
IPX.
0S/Driver versions WIN32 / DRV 367 / APl 3.88 / HLYDD.DLL 2.18
Module Address | Max. Logins 1 Current I Peak
15822 10 0 0
Module addriess  [15822 = Remove |
[~ Statistics
Received Sent Errors
TCP/P | 103 | 102 [ 0
IPX | 0 | 0 | 0
NetBI0S | - o 0
Ready [ [nom 7

26. Type 15822 (the ProAnalyst module address) in the text field on the main Monitor
screen for the local machine. Click the Add button.

Module addres:

15822 =4 Add

Statistics

TCPAP
IFX

NetBIDS

Received St
103 | 1
gl ]
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27. The Security Key and correct number of logins should appear below the Module
address.

< Module &ddress | Max. Logins | Current\
15822 10 0

Module addriess  [15822 - Add |

~ Statistics
Received St
TCRAP | 103 | 1
1PX | i |
NetBIDS [ o |

28. Above the module address are the Server name and IP address. Remember
either the name of the server (if you are using dynamic IP addresses), or the IP
address itself. One of these will be needed for the client install.

Hardlock Server

Name

Yersion

0S5 /Driver versions WIN32 / DRV 3.67 / 4P| 3.88 / HI

Module Address [_M. Logins | Current
15822 10 a
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29. Your Server application is working properly if the local Hardlock server with
module address 15822 is visible and has the correct number of logins. If not,
check to be sure that Aladdin Monitor Services HL Server is installed and running.
Click Services in the menu bar, then select Hardlock from the dropdown menu.
The selections Stop HL-Server Service and Remove HL-Server Service are
displayed in bold if the HL server software is installed and running.

Kl Aladdin Monitor

Fil{ Services ) View Help

[ TTEE||®E

addin Metwork Resources

EE=T i server

30. Important: If you are running behind a firewall, make sure to open TCP or UDP
Ports 1947 and 3047.
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Windows Server 2008 or 2008 (R2) Installation

Note: The following changes may be required for some installations on Windows Server
2008 or 2008 (R2).

Enter the Hardlock Server service executable as an exception to Data Execution
Prevention (DEP) by following the steps below:

1. From the Start menu, select Control Panel » System and Security » System
» Advanced system settings.

2. Inthe System Properties dialog box under Performance, click Settings.

3. Click the Data Execution Prevention tab in the Performance Options dialog
box.

4. Select Turn on DEP for all programs and services except those | select.
a. Click Add.

b. From the Open dialog box, add the following files to the list of DEP
exceptions:

e For 32-bit: c:\Program Files\HL-Server\HIs32.exe

c:\Program Files\HL-Server\HIs32svc.exe
c:\Program Files\Aladdin\Monitor\hils32svc.exe

e For 64-bit: c:\Windows\SysWOW64\HLS32SVC.EXE

o

Click Apply and then OK to complete the setup.

6. Click OK again to close the System Properties dialog box.
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Client Application Installation

Perform this installation on all Client machines. For installation on a Windows
NT/2000/XP/2003/2008/7 system, follow the steps below:

1. Insert the ProAnalyst Client installation CD in drive D:, where D is the letter
designation of your CD drive.

2. Autoplay should start the installer. If not, run D:\ ProAnalyClientSetup.exe.

3. The installer Welcome screen will appear. Click Next.

eTE]

Welcome to the ProAnalyst Client
Setup Wizard

This will install ProAnalyst Client 1.5.4.9 on your computer.

Itis recommended that you dose all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.

MNext = I Cancel

Note: If the Modify, Repair or Remove the Program screen appears, the installer has
located a previous version of the ProAnalyst Client application. If you select Modify you
will skip to the Select Components screen. If you select Repair, the Client application will
be reinstalled. If you select Remove your choice will be verified and then the Client
application will be removed. Click YES to requests to overwrite READ ONLY files.
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4. The License Agreement screen will appear. If you agree to the license terms,
select | accept the agreement and click Next.

]inil Setup - ProAnalyst Client

License Agreement
Please read the following important information before continuing.

Flease read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

LICEMSE AGREEMENT

MIDAS, PROAMALYST, PROCAPTURE, STRIKEFORCE, MIDAS-LC, MIDAS PLAYER,
LEMS CALCULATOR, AMD MIDAS/PROANALYST LICENSE MANAGER. ARE ALL
LICEMSED SOFTWARE PRODUCTS OWNED BY XCITEX AND PROTECTED BY
INTERMATIOMNAL COPYRIGHT LAWS, AS A LICENSOR. OF THE SOFTWARE, YOU
HAVE SPECIFIC RIGHTS AMND USE LIMITATIONS,

READ THE FOLLOWIMG TERMS AND COMNDITIONS OF THIS LICENSE AGREEMENT.
IF YOU DO NOT AGREE TO BE BOUND BY THE TERMS AND COMNDITION OF THIS
LICEMSE AGREEMENT, DECLINE ACCEPTAMNCE BELOW AND RETURN THE LI

¢ 1 accept the agreement
™ 1do not accept the agreement

< Back I Mext = I Cancel |

5. The installer will prompt you to select the destination folder for your ProAnalyst
files. Click Next.

15! Setup - ProAnalyst Client

Select Destination Location
Where should ProAnalyst Client be installed?

I Setup will install ProaAnalyst Client into the following folder.

To continue, dick Next, If you would like to select a different folder, dlick Browse.

Browse... |

‘rogram File:

Atleast 126.5 MB of free disk space is required.

< Back I Mext = I Cancel |

Note: The default folder is C:\Program Files\Xcitex\ProAnalyst. You are advised to use
this folder for automatic updates in the future.
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6. Atthe Select Start Menu Folder screen, confirm the folder where the ProAnalyst
client software and system files will be installed, and click Next.

15! Setup - ProAnalyst Client

Select Start Menu Folder
Where should Setup place the program's shortcuts?

L i Setup will create the program's shortcuts in the following Start Menu folder.

To continue, dick Next. If you would like to select a different folder, dick Browse.

I Browse... |

< Back I Mext = I Cancel

7. Atthe Select Additional Tasks screen, leave the boxes checked. Click Next to
install hardlock drivers and create a desktop icon.

]ioil Setup - ProAnalyst Client

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing ProAnalyst
Client, then dick Next.

Libraries and drivers:
¥ Install Hardlock drivers
Additional icons:

¥ Create a desktop icon

< Back I Mext = I Cancel
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8. Atthe Ready to Install screen, click Install to continue with the software
installation.

]inil Setup - ProAnalyst Client

Ready to Install
Setup is now ready to begin installing ProAnalyst Client on your computer.

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Destination location: ]
C:\Program Files\citex'\ProAnalyst

4 o

< Back I Install I Cancel |

9. The installer will then start to install the application files. An Installing screen
with a status bar will appear during the process which may take a few minutes.
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10. Select Repair from the Application Maintenance screen and click Next.

i&F Sentinel HASP Run-time Setup — = %]

Application Maintenance

Select the maintenance operation to perform. SafeNet

{* Repair
Rieinztall mizzing or comupt files, registry keys, and shartcuts.

gﬂr Preferences stored in the registry may be reset to default values.
_

= Remove

Uninztall Sentinel HASP Run-time from this computer.

Wize Installation Wwizard®

Cancel

11. Click Next at the Ready to Repair the Application screen.

i Sentinel HASP Run-time Setup =1

Ready to Repair the Application

Click Mext to begin installation, SafeNet

Click the Back button to reenter the installation information or click Cancel to exit
the wizard.

“wise Installation ‘Wizard

< Back | Mext > I Cancel

12. The Updating System screen will appear with a status bar during the
installation process, which may take a few moments.
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13. Click Finish at the Sentinel HASP Run-time has been successfully installed
screen.

JRI=TEY
Sentinel HASP Run-time has
SafeNet  peen successfully installed.

The Sentinel HASP Run-time Environment uses
o port 1947 to communicate with local and remote
Sent‘ll‘le.'HASP components. If you use a firewall, ensure that it
does not block this port.

Click the Finish button ta exit this installation.

< Back | Finizh I [Cance

14. The installation will end with the Completing the ProAnalyst Client Setup
Wizard screen. Click Finish to exit.

ST

Completing the ProAnalyst Client
Setup Wizard

Setup has finished installing ProAnalyst Client on your
computer, The application may be launched by selecting the
installed icons.

Click Finish to exit Setup.
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ProAnalyst Client License Manager [

Note: Windows Vista or Windows 7 users may require
Administrator privileges to perform the following procedure.
If access is denied, launch the program by right-clicking and
selecting Run As Administrator.

1.

ooy | Het | Dismiss |

Remove the ProAnalyst Client installation CD from

drive D. |PRI]A]\IAL

Run All Programs » ProAnalyst » ProAnalyst Client License Manager to
configure the server IP address or name.

You will be asked to enter the name or IP address of your ProAnalyst Server.
This will set the system environmental variable (HL_IPADDR) to point to the
server that contains the Server application.

Click New to enter a new name or address, followed by the OK button.

Click Apply to save the changes. A reboot reminder will be shown.

Reboot the Client computer.

The License Manager should automatically appear after the reboot. If not, run All
Programs » Pro Analyst » ProAnalyst Client License Manager again.

If there was a successful login to the Server computer security key (Hardlock), a
confirmation message will be displayed and the Next button will be enabled.

Click Next to enter the License Code.

Note: If the Next button is not enabled, then a problem occurred while logging into the
Security Key device. Record the displayed message and please refer to the
Troubleshooting Tools section.

10. Type the License Key Code found on the sticker affixed to the back cover of

these instructions. Your License Code is a unique 16-digit code that unlocks the
ProAnalyst base software and any optional toolkits you have purchased.

11. Click Check License to validate the License code. Click Enable License when

complete. ProAnalyst should now be ready to run.
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Troubleshooting Tools

The programs described in this section may help solve any problems encountered during
the installation.

The Aladdin Monitor Program

Aladdin Monitor permits centralized administration of the various HLServer programs
and the Hardlock modules they provide. The following options are available:

e Check and edit the properties of HL-Servers in the network.
e Check, add and remove Hardlock modules.
e Install, start, stop and uninstall the local HL-Server service.

Note: Refer to the online help for the program available from the main menu (or press F1)
to obtain information about how to operate the program.

The Aladdin DiagnostiX Program

You can use Aladdin DiagnostiX to obtain relevant information for your system and to
check Hardlock modules. This information helps to solve problems that may occur during
the use of the protected software.

Use Aladdin DiagnostiX for the following tasks:

e Check a Hardlock module.

e Create a report containing data about Hardlock modules and relevant
information about your system.

e Set Hardlock Environment parameters.

Starting Aladdin DiagnostiX

Start the program from the Start menu using All Programs » Aladdin »
DiagnostiX or double-click the program file in the Windows Explorer.
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Using Aladdin DiagnhostiX

The Aladdin DiagnostiX interface is divided into three sections:

Menus for settings, creating reports and exiting the utility

A Diagnostic Tools pane listing available diagnostic tools
A display area for an activated diagnostic tool

Diagnostic Tools
The following are provided in the Diagnostic Tools pane:

The System Info icon uploads a screen containing information on your
system and available Hardlock devices. This information is collected as soon
as the Aladdin DiagnostiX utility is activated.

The Hardlock icon uploads the Check Hardlock screen in the display area.

The Hardlock Environment icon uploads a screen enabling you to
configure Hardlock environment settings.

Checking the Hardlock Module

1. Activate the Check Hardlock tool by clicking the Hardlock icon in the
Diagnostic Tools pane.

2. Select the Access Mode:

Select Local (parallel, PC-Card, USB) to check a Hardlock module which is
connected locally.

Select Network (HL-Server) to check a Hardlock module connected in the
network.

Select Both (locally first) to check for a Hardlock module locally first and
then in the network.

3. Specify the module address of the Hardlock module which you want to check.
Select Demo Module Address if you want to check a demo module.

4. You can optionally use the HL_SEARCH field to modify the Hardlock search
environment settings.

Note: All modifications to the HL_SEARCH parameter will only affect subsequent key
access attempts during the current activation of Aladdin DiagnostiX. System settings will
not be affected.
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5. Check Save memory to report file if you want data in Hardlock module memory
to be read and stored in a report file. You can send this information to your
software vendor for analysis.

6. Click Check Key. Details of the access are displayed in the Key Access History
table below the Check Hardlock display.

Results of the Hardlock Module Check

The results of the Hardlock module check are displayed in the Key Access History
pane. If there have been multiple accesses to Hardlock modules, the latest are
displayed at the top.

e Module Address Address of the Hardlock module checked

e Access Local The module was found on a local port

e Access Remote The module was found on a remote port

e APIReturn If the login was successful the API Return is 0.

e Port Address of the checked Hardlock module

e RUSID Serial ID for RUS Hardlock

e Addit. Info Any relevant additional information
Reports

You can use Aladdin DiagnostiX to create reports containing information on the
following:

Hardlock devices

System information including Winl16 and DOS subsystems
Information pooled by external reporting tools

Memory of Hardlock modules

Note: If you are experiencing a problem with your Hardlock device or have difficulties in
accessing a protected application, create reports for any of the above and send the results
to techsupport@xcitex.com for further analysis.
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General Troubleshooting

Hardlock module cannot be found

Check the following conditions step-by-step to solve this problem.
Is the hardware installed correctly?
1. Check the connection between the Hardlock module and the computer.

2. If the Hardlock module is connected to the computer via an extension cable, try
connecting the module directly to the computer instead. Alternatively, use a
different extension cable.

3. Alter the module sequence if you are using several protection modules from
different software vendors.

Are the drivers installed?

1. Download the latest drivers and install them. The drivers for Hardlock modules
are continuously being updated and adapted to new operating systems. To
obtain the latest drivers, go to the Device Drivers section of the Xcitex Download
Center at http://xcitex.com/html/downloads/.php. Click Aladdin Hardlock Driver
and download the HASPUserSetup.exe file.

2. Check the access using Aladdin Monitor (Server Application Installation section,
Step 25) or the Aladdin DiagnostiX program (Page 33 in this section).

Protected program does not run

Although the Hardlock module is found, the protected program does not run. This
may be because other programs are running on the computer which the protected
program is interpreting as hostile (for example, debuggers, virus scanners).

Stop the programs in question and try to start the protected program again.


http://xcitex.com/html/downloads/.php
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HL Server does not show up under HL-Server Folder

The HL server service needs to be installed and running; see the AKS Monitor
Service » Hardlock menu. If the server is still not visible:

1. Run Aladdin DiagnostiX.

2. Expand the Hardlock folder.

3. Select the Hardlock Environment icon.

4. Inthe HLS_IPADDR edit box, enter the IP address of the server.
5. Confirm the changes.

6. Reboot the computer.

The Aladdin Monitor should now show the server as a local HL Server.






